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1. HACIIOPT PABOYEH ITPOT'PAMMBI TPO®ECCHOHAJBHOI'O MOAY.JIS

PabGouas mporpamma  mpodeccHOHATBHOTO MOIYJIS — SBJIAETCS 4acTbiO

OCHOBHOM MpodeccruoHanbHOM 00pa3oBaTebHOM mporpaMmel (nanee - OITOIT) B cooTBeTcTBUU C©
®I'OC no cnenuanbHocTH 09.02.06. CeTeBoE U CUCTEMHOE aAMUHUCTPUPOBAHUE.

PE3YJIbTATBI OCBOEHUA INTPO®PECCHUHOHAJIBHOI'O MOYJIAA

B PE3YIbTATC U3YUCHUA HpO(l)CCCI/IOHaJ'H)HOI‘O MOAyJA CTYACHT NOJIKEH OCBOUTH OCHOBHOU BHJ JI€ATCILHOCTHU

OpFaHI/ISaL[I/IH CCTCBOI0 AAMHUHUCTPUPOBAHUA W  COOTBCTCTBYIOIIHUE CMY O6HII/I€ KOMIICTCHIIMH
npodeccuonanbubie komrereHimu: 2.1.1. TlepeueHb 00IIMX KOMITCTEHITHIA

Kon HaumeHnoBanue o01IUX KOMIIEeTeHIUH

OK 1. BeiOupare  cmocoObl  pemieHuss  3agad  Npo(EeCCHOHANBHOM — JEeSTEeIbHOCTH,
MIPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh MOUCK, aHAJM3 M WHTEPIPETAIHIO WH(OPMAIMH, HEOOXOIUMOMN /s
BBITIIOJIHEHUS 331a4 IPO(ECCUOHATbHON NEATEIbHOCTH

OK 3. [TnanupoBaTh U peanu30BbIBATH COOCTBEHHOE NPOGECCHOHATBHOE U TMUYHOCTHOE
pa3BUTHE.

OK 4. PaboTath B KOJUIEKTHBE U KOMaH e, YPPEKTUBHO B3aUMOJICHICTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 5. OcCy1ecTBIATh YCTHYIO U MIUCbMEHHYI0 KOMMYHUKAIIMIO HA TOCYJapCTBEHHOM S3bIKE
C y4eTOM 0COOEHHOCTEH COIMAIbHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [IposABAATH IpaXaaHCKO-NATPUOTHUECKYIO O3UIUIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBEJICHHE HAa OCHOBE TPAJUIMOHHBIX OOIIEYEIOBEUYECKUX LIEHHOCTEH, MPUMEHSTh
CTaH/IapThl aHTUKOPPYIIIMOHHOTO TIOBE/ICHUSI.

OK 7. ConelicTBOBaTh ~ COXPAaHEHHUIO  OKpY)KAalOLIeW  cpeabl, pecypcocOepexeHulo,
3¢ HEKTUBHO AEHCTBOBATH B UPE3BBIYANHBIX CUTYALIUsX.

OK 8. Hcnonb3oBarh cpeacTBa (U3HUECKON KYNbTYpPbI JUIsl COXpPAaHEHUS M YKpPETJICHUS
3I0pOBbsSl B Tpolecce MNpoPecCHOHAIBHON JeATENbHOCTH M MOAJEp)KaHUE
He00X0IMMOTr0 YpOoBHS (PU3HMUECKON MOArOTOBIEHHOCTH.

OK 9. Hcnonb30BaTh MHPOPMALIMOHHBIE TEXHOJIOTHH B IPOPECCHOHATBHON e TeTbHOCTH

OK 10. ITonp3oBaTbecs  TpOEeCcCHOHATBHON JTOKYMEHTAallMell Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX.

OK 11. Hcnonb3oBate  3HaHMA MO  (PUHAHCOBOM  I'paMOTHOCTH,  IJIAHUPOBATh
MPEANPUHIMATENIBCKYIO ACSITEIHHOCTh B MPOodecCuoHaIbHOM cdepe.
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2.1.2. Tlepeuens npodecCHOHATBHBIX KOMITETCHITHI

Kon HaumeHnoBanmne BHI0B AeATEJbLHOCTH M MPO¢eCcCHOHAIBHBIX KOMIIETeHIIUH
B/I 2. OpraHu3zaius CeTeBOro aIMUHUCTPHUPOBAHMS
MK 2.1 A TMUHUCTPHPOBATh JOKAJIbHBIE BBIYUCIUTENBHBIE CETH U MPUHUMATh MEPBI 110 YCTPAHEHUIO

BO3MOYKHBIX COOEB.

[1K 2.2 A TMUHICTPHPOBATH CETEBBIE PECYPCHI B MH()OPMAITMOHHBIX CHCTEMAaX.

1K 2.3 ObecnieunBath cOOp JaHHBIX [JIs aHaluM3a UCIONB30BaHUS M (YHKIMOHHPOBAHHS
MPOTrPaMMHO-TEXHUYECKHUX CPEJCTB KOMITBIOTEPHBIX CeTel

K 2.4 B3zaumoieficTBOBaTh, CO CIEIHATUCTAMH CMEXHOTO TpoQwis Mpu pa3paboTKE METOJOB,
CPEJIICTB ¥ TEXHOJIOTUN IPUMEHEHHSI 00EKTOB MPO(PECCHOHATLHON ACITCIHHOCTH.

2.1.3. B pe3ynbTare 0cBOCHUS MPOPECCUOHATBHOTO MOIYIS CTYACHT JOJKEH:

HIMeTh NpakTUYECKHUH OIBIT B YCTaHOBKE, HACTPOMKE U CONPOBOXKICHUU,
KOHTPOJIE UCIOIb30BaHUs cepBepa U pabounx
CTaHIMU A7 Oe30MacHON Tiepeaadn HHPOpPMAaIIHH.

YMETh AIMUHUCTPUPOBATH JIOKAJIbHBIC BHIYHUCIIMTCIILHBIC

CETH; IPUHUMATE MEPHI 110 YCTPAHEHHIO
BO3MOXHBIX COOEB;
o0ecreYrnBaTh 3alUTy P MOJKITIOUSHUN K

nH(POPMALMOHHO-TEJICKOMMYHHUKAIIMOHHON CETH
"Uurepuer".

3HaTh OCHOBHBIE HalpaBJICHNUS aJMUHACTPUPOBAHNUS
KOMITBIOTEPHBIX CETeH; YTUIINTHI, QyHKIIHY,
yIaJeHHOE YIIPABIECHUE CEPBEPOM;
TEXHOJIOTHIO 0€301MaCHOCTH, IIPOTOKOJIOB
aBTOpHU3aIUH, KOH(OUACHINATBHOCTH U

Oe30macHOCTH TIpY PabOTE C CETEBBIMHU
pecypcami.

2.2. Kosu4ecTBO 4acoB, 0TBOIMMOE Ha OCBOEHHE NMPO(ecCHOHATBHOT0 MOLYJIS
Bcero waco 692

W3 Hux Ha ocBoenne MJIK. 02.01 264

Ha ocBoeHne MJIK. 02.02 68

Ha ocoenne MJIK. 02.03 138

Ha MPaKTHKH, B TOM YHCIIe Y4eOHYI0 72 W mpou3BOACTBeHHyr0 144



3. CTPYKTYPA U COAEP KAHUE ITPO®PECCUOHAJIBHOI'O MOJAYJSA
3.1. Crpykrypa npogeccuonaibuoro moayJs «IIM.02 OPTAHU3ALIUA CETEBOTI'O AIMUHUCTPUPOBAHUS»

O6BeM npoheccHoHaTFHOTO MOIYIIA, Yac.

Kot HanMeHOBaHMs Cymmapisi Obyuenue no MK Illpaxmuxu [IpomexyTounas
aTTecTalus
npodeccrnoHanbHBIX pas3zenos 00beM TpomsBoacTBeHHAs CamocTosiTensHas
o0mmx 3 npo¢heCCUOHATBHOTO Harpysku, B JlabopaTopHBIX KypCoBEIX (ecnu pabota
KOMIIeTeHIINH MOTYJIst 1ac. cero 1 pabot Yuebnas npeoycmompena
MIPAKTHICCKIX
N (IpoexToB) paccpedomodennas
npaKmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Paznen 1.
K2.1-24 AIMHWHUCTPUPOBAHUE 264 246 144 12
CETEBBIX OTIEPAMOHHBIX
cucTeM
OK 01-11 Pasnen 2. IIporpamMmHoe 68 68 36
K 2.1-24 obecrnieueHme
KOMIIBIOTEPHBIX CETEH
OK 01-11 Pasnen 3. Opranusarust 138 126 56
[K2.1-24 aJIMUHUCTPHPOBAHUS 6
KOMIBIOTEPHBIX CUCTEM
OK 01-11 VY4ueOHast mpakTuka (1o 72 72
K 2.1-24 IPOPUITIO
CHENHMATbHOCTH), YACOB
(ecru mpeaycMOTpeHa
UTOTOBast
(KOHLIEHTPUPOBaHHA )
MIPaKTHKa)
OK 01-11 IIpousBocTBeHHas 144 144
IIK2.1-2.4 MpakTHKa (10 MPOoQUITIO
CHELHUaIbHOCTH), YaCOB
(ecmn  mpemycMoTpeHa
HUTOTOBast
(KOHLIEHTPUPOBaHHA )
MIPAaKTHKA)
Bcezo: 692 72 144 6 18




3.2. Conep:xanue o0yueHus 1o npodgeccuoHaIbHOMY MOAYJII0 «[IM.02 OPTAHU3AIIHA CETEBOI'O A/IMHUHHCTPHPOBAHU )

HaumeHnoBaHue pa3aeiioB
U TeM
npo¢ecCHOHATBLHOI0
moayas (IIM),
MeKIMCHUTIHHAPHBIX

kypcos (MJIK)

Conep:kanue y4yeOHOro MaTepuaJa,
JabopaTopHble padoThI U MPAKTUYECKUE 3aAHATHS, CAMOCTOSITe/IbHAsI YueOHas padoTa
00y4yaIuxcs, KypcoBasi padora (IpoeKT) (eciu npedycmompeHvl)

O0BbéM B
qyacax

1

Paznen 1.
AJIMUHHCTPHPOBAHUE
CeTEeBbIX OMEPAIHOHHBIX
CHCTEM

M/JK.02.01.
AJIMHHUCTPHPOBaHHE
ceTeBBIX OMEPAIMOHHBIX
cucTemM

264

Tema 1.1 YcTanoBka u
HacTpoiika Windows
Server 2012 R2

Cooepotcanue

1

PasBepThiBanne u ynpasienue Windows Server 2012 R2

0630p Windows Server 2012R2. Ycranoska Windows Server 2012R2. Hactpoiika Windows
Server 2012R2 mocine ycranoBku. O030p 3amay no ympasiexuto Windows Server 2012R2.
Beenenne B Windows PowerShell

BBenenne B nomennblie cepBuchl Ciy:x0b1 KaTasora
Breaenue 8 AD DS. O630p dhyHKIMIT KOHTpOJUIEpa JOMEHA. Y CTaHOBKA KOHTPOJUIepa JOMEHA

Yupasienue o0bekTamMu 10MeHHbIX cl1yx0 Ciy:xob1 KaTanora
VYropaBiieHue y4YeTHBIMHM 3alHUCSAMHM  I0Jb30BaTeNIel. YIPaBIE€HUE TIPYINIIAMH.
YUETHBIMHU 3aIUCAMU KOMIIBIOTEPOB. JlesernpoBanue aiMUHUCTPATUBHBIX 33124

VYnpasnenue

ABTOMaTH3alus AAMUHUCTPUPOBAHNSA JOMEeHHBIX c1yxk0 Ciyx0b1 KaTanora
Hcnonb3oBaHue cpeicTB KOMaHIHOM CTpOKM i anmMuHucTpupoBanuss AD DS. Hcnonb3oBanue
Windows PowerShell nmnst anmunuctpupoBanuss AD DS. IlpousBeneHne MHOXECTBEHHBIX
orepanuii ¢ ucnojip3oBanuem Windows PowerShell.

IIpumenenne nporoxkosna DHCP

56




VYcranoska poim DHCP cepsep. Hactpoiika DHCP o6nacteit. Ynpasnenue 6azoii nanasix DHCP.
3ammra 1 Mouutopuar DHCP
6 IIpumenenne DNS
[Ipomnecc paspemenus umen B Windows. YcranoBka cepsepa DNS. Ynpasnenue 3onamu DNS
7 IIpumeHeHHne TOKAJIBHOI0 XPAHHIHMIIA JAHHBIX
O030p METOJI0B XpaHEHHUs JAHHBIX. YIIPaBICHHUE AUCKaMU U ToMaMu. Mcnonbs3oBaHue
IIPOCTPAHCTB XPAHEHUS
8 IIpumenenne ¢ait10Boii CJIyKObI M CIIYKOBI IEYATH
3amura (aiioB U Namnok. 3aluTa Nanok cpeAcTBaMu TeHeBoro konupoBanus. Hactpoiika Pabounx
nanok. Hactpolika ceTeBoii neyatu
9 IIpumeHeHne rpynnoBoM NOJIMTHKH
O0630p rpynnoBoii nonutuky. O6paboTKa IpyNIOBLIX MOJUTHK. [IpMMeHeHne LIeHTPaIu30BaHHOTO
XpaHWJIUIIA AJIMUHUCTPATUBHBIX 1A0JIOHOB
10 | 3ammuTa cepBepoB Windows npuMeHeHHEM 00 bEKTOB IPyNIIOBON MOJIUTHKH
O0630p Oe3zonacHocTu onepaunoHHbIx cucreM Windows. Hactpoiika mapameTpoB 0€30MacHOCTH.
Orpannuenne mnpukiagHoro I1O. Hacrpoiika Opanamayspa Windows ¢ pacmupeHHOU
6€3011aCHOCTBIO
11 | Ipumenenne cepBepHoii BupTYyanau3amuu ¢ Hyper-V
O0630p TexHonoruit BupTyanuzauuu. IlpumenenueHyper-V. VYmopasineHue XpaHWIHIIEM
BHUPTYaJbHBIX MAILIMH. YTIPaBICHUE BUPTYaIbHBIMU CETSIMU
Tema Cooeporcanue 178
1.2AamunncrpupoBanne | 1 Hacrpoiika 1 ycTpaneHHe HenmoJ1aaok cayx0b1 DNS
Windows Server 2012 R2 Hacrpoiika cepBepnoii ponu DNS. Hacrpoiika 301 DNS. Hactpoiika nepegauu 3ous1 DNS.
VYnpasnenue cnyx60it DNS u ycTpaneHue Henosaaok
2 IHopnep:xka nomeHHbIx cayx0 Ciayx0b1 Katanora
O630p AD DS. Hcnonb3oBanue BUPTYaTU3UPOBAHHBIX KOHTPOJUIEPOB jJoMeHa. [Ipumenenue
KOHTPOJJIEPOB JOMEHa ¢ 10cTynoM Tosbko Ha yreHue (RODC). Anmunucrpupoanue AD DS.
VYnpasnenue 6a30it manapix AD DS
3 YpasiieHue 10J1b30BATEJbCKHMH U CJ1YKeOHBIMH Y4eTHBIMH 3aNMCAMH
Hacrpoiika [Tonutuku naposneit u [Tonmutuku G10KupoBKY ydeTHOM 3anucu. Hactpoiika
VYnpasisieMoil ci1yxeOHON y4eTHOM 3arncu




BHenpenue nHppacTpykTypsl ' pynnoBbIx noJMTuK

0630p I'pynmoBoii moautuku. BHeapenne n aaMuHUCTprpoBanue [ pymnmoBbix noautuk. O61acTs
JNEHCTBUS U MOPANOK 00paboTku ['pyNImoBbIX MOJUTHK. YCTpaHEHHE HEMOJaJ0K HMPUMEHEHUs
['pynnoBbIX MOIUTUK

5 YnpasieHue noJib30BaTeJIbCKUM Pa004YUM CTOJI0M Yepe3 ['pynmnoByro noJMTUKY
[Ipumenenne AJMUHUCTPAaTUBHBIX Ia0ioHOB. HacTpoiika mNpUMEHEHUS CKPUIITOB U
nepeHanpaniaeHust mnamnok. Hactpoiika npeamourenuit B ['pynmoBoil moiuTuke. YmpaBieHUe
pOrpaMMHBIM oOecrieueHreM yepe3 [ pynmoByro MoIuTHKY

6 YcranoBka, HacTpoiiKka U ycTpaHeHHe HenoJ1aaok poiu Cepsep CeTeBoii IOJIMTHKH.
VYcranoBka u Hactpoiika poiau Cepsep CereBoil monutuxku. Hactpoiika KIMEHTOB U CEPBEPOB
RADIUS. Metoasl npoBepkd HNOAIMHHOCTH cepBepa CeTreBOd NOJUTHUKUA. MOHUTOPUHT U
ycTpaHeHue Hernouagok posin Cepsep CeTeBoil NOJUTUKU

7 IIpumeHeHne 3a1IUTHI JOCTYNA K CeTH
0630p 3amutel nocryna k cetu (NAP). O630p mporecca mpuMeHEHUs 3alUThl JOCTyMNa K CETH.
Hacrpoiika NAP. Hactpoiika npumenenust NAP uepe3 npunyautenbasie [PSec B3aumoneiicTaus.
MOoHUTOPUHT U ycTpaHeHHEe Henoiaaaok NAP

8 Hcnonb3oBanue yaajaeHHOr0 J0CTYNA
O0630p TEXHOJIOTHHU yJaJdeHHOTO aocTyma. Bueapenuwe texnosoruu DirectAccess ¢ MOMOIIBIO
MacTepa HadajlbHOM HacTpoliku. BHenpeHue M ympaBiieHHE pacIIMpeHHONM HHQPACTPYKTYpoun
DirectAccess. Buenpenue VPN. Bueapenne Web Application Proxy

9 Onrumusanus paii0BbIX CEPBUCOB
O630p mucnerdepa pecypcoB daiinoBoro cepBepa — FSRM. UcnonwszoBanne FSRM  mis
yIpaBieHUs! KBOTaMH, (paiijIoBBIM 3KpPaHUPOBAHUEM U OTYETAMHU MO UCIIOJIb30BAHUIO XPAHWINIIA.
[Ipumenenune knaccudukanuu $HaioB v 3a/1a4 1Mo yrpasieHuto (aitmamu. O630p pacrpeaeieHHON
¢aitnoBoit cucrembl DFS. Hacrtpoiika unmenoBanHoro mnpoctpanctBa DFS. Hacrpoiika u
yCTpaHeHHe Hemoaaok perumkauu DFS

10 | Hacrpoiika mm¢ppoBaHus 1 pacCHIMPEHHOT0 ayUTA
[IudpoBanne nuckoB ¢ ucnoib3oBanueM BitLocker. lludpoBanue ¢aiinoB ¢ uCHogb30BaHUEM
EFS. Hacrpoiika paciimpeHHOro ayaura.

11 | Pa3BepThIBaHHE H NMOJJIEPKKA CEPBEPHBIX 00pa30B




00630p cayx0b1 pazBepThiBanust Windows. YpasieHue oopazamu. [IpumeHeHne pa3BepThIBaHUS C
IIOMOILBIO CIYXObl pa3BepThiBaHus Windows. AJIMUHHCTPUPOBAHUE CIYKObI pa3BepPTHIBAHUS
Windows.

12 | BHenpeHue ynpaBjieHHs 00HOBJIECHHAMH
0630p WSUS. PaspeprteiBanne 00HOBIeHHH ocpeactBom WSUS

13 | MouuTopunr Windows Server 2012
CpencrtBa MoHuTOpUHTa. Mcnonb3oBanue MoHUTOpa IPOU3BOIUTENILHOCTH. MOHUTOPUHT
KYPHAJIOB COOBITUH.

B mom uucne npakmuueckux 3auamuii u 1a6opamopHvix padom 144

1 Hacrpolika u ycTpaneHue Henosagok ciayx0s1 DNS

2 [Tonnepxka ADDS

3 VYnpaBieHue noib30BaTeIbCKUMU U CITY)KEOHBIMH YUETHBIMH 3alUCAMU

4 Buenpenue unppactpykTypbl [ pynmnoBbIx MOJIUTHK

5 VYnpasieHue noib30BaTeNIbCKUM paboYuM CTOJIOM uepe3 ['pyrnnoByro NOIUTUKY

6 YcranoBka u HacTpoiika ponu Cepsep CeTeBOi MOIUTUKU

7 [TpumMeHeHHe 3aImThl JOCTYIA K CETH

8 Buenpenue texnonoruu DirectAccess ¢ MOMOIIbIO MacTepa HayallbHOW HACTPOMKHU

9 PasBepThiBaHMe paciMpeHHol nHppacTpykTypsl DirectAccess

10 | Buenpenue VPN

11 | Buenpenue Web Application Proxy

12 | Hactpoiixa Kot u ¢aiinoBoro sxpanuposanus B FSRM

13 | Ilpumenenue DFS

14 | Hactpoiika mudpoBaHus U pacCIIMPEHHOTO ayIUTa

15 | Ucnonw3oBanue ciyx0b! pazBepThiBanus Windows ams pazsepteiBanus WindowsServer 2012

16 | Buenpenue ynpaBieHuss OOHOBICHUSAMU

17 | Monuropunr WindowsServer 2012

Tema 1.3. OcnoBbl Linux. | Codepircanue 24
1 | BBenenue
Beenenue B quctumuinny. 3HakomctBo ¢ VMWare vSphere.
2 | daiiaossbie cuctembl OC Linux




®aitnossie cucteMbl OC Linux. Co3manne u pa3MeTKa )KeCTKOTO JAUCKa

3 | IloaroroBka cepepa OC Linux
Bapuants! yctanoBku. PezepBHoe konupoBanue. Co3aHre CHUMKOB. Pa3MeTka KeCTKOro AUCKa.

4 | Hacrpoiika web-cepBepos B OC Linux
[Ipotokon HTTP. Be6-cepsep Nginx. O6paTHOoe npokcupoBanue B Nginx.

5 | Hacrpoiika cepsepa DNS B OC Linux IIpoTokon
DNS

6 | Hacrpoiika cepsepa DHCP B OC Linux IIpoTokon
DHCP

7 | Hactpoiika gaiinoBbix cepsepoB B OC Linux
[Tporokon FTP. ®aiinosas cucrema NFS. daiinoslii cepBep Samba.

8 | Hacrpoiika cepBepoB B/I B OC Linux CYB]]
MySQL. CYBJl MongoDB

9 | Konreiinepol Docker

KownTreitnepst Docker.Crioco6s! cBs3u koHTeliHepoB Docker.

10 | MpoexTHpoBaHue
IIpoextupoBanue. Benenue. Ananus tpeboBanuil. Peanuzanus cucremsl. CoctaBiieHue
JOKYMEHTaIu1

B ToMm 4nciie camoCcTOATEBHBIX PA00T NpH M3y4dennu pasgena 1 IIM 02.

Pabota ¢ pa3naroyHbsiM MaTepragoM Mpu U3ydyeHuu yueOHoro marepuana mno temam MJIK 02.01.

[ToaroroBka cryaeHTamu cooOmeHuit u npeserTanuii mo remam MJIK 02.01. (mo 3amanuro

IIpero/iaBaTes)

CucremaTtnueckas mpopaboTKa KOHCIIEKTOB 3aHITUMN, y4eOHOM JIUTepaTyphl U TEMAaTHYECKUX MaTepHUajIoB

Ha calTax CEeTH UHTEPHET.

IlonroroBka k MIPaKTUYECKUM 3aHATUAM c HCII0JIb30BaHUEM METOINYECKUX
pEKOMEH 1ALl IPETIOAAaBATENSA

Odopmiienre 0TYETOB MO MPAKTUUECKUM U TAOOPATOPHBIM paboTaM.

W3yuenne JOMOTHUTEIBHOIO Y4eOHOTro MaTepuaia o TeMaM 3aJaHHbIM MIpPeroiaBaTesieM Ha

OCHOBAaHMU pabovel MPOrpaMMBbl, KaJIeHAApHO — TEMATUYECKOTO IJIaHa. ¥ YKa3aHUH 110 BHEAYyTUTOPHOM

CaMOCTOSITENTbHON pabOThI CTYACHTOB.

12




IIpumepHasi TeMaTHKA JOMAIIHUX 3aaHUI

1. N3yueHnue TeopeTnyeckoro Marepurana JeKIun
2. dopmupoBaHUE OTYETOB MO MPAKTHUECKUM paboTam
Paszgea 2.I1porpammuoe
o0ecrnieyeHue
KOMIIBIOTEPHBIX ceTel
MJIK.02.02. IIporpammHoe 68
odecrneyeHue
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. Peanuzanus Cooepotcanue 52
KJIMEHTCKOM 1 Ouenka u onpeneseHre NapaMeTpoB pa3BepThiBaHus KiaueHTCKuXx OC
HHG(PACTPYKTYPBI 0O0630p KU3HEHHOTO [IUKJIA KIMEHTCKUX KOMIBIOTEPOB npeanpustus. OueHka o00pynoBaHus u
TOTOBHOCTU MH(PACTPYKTYPHI K pa3zBepThiBanuio kineHTCKux OC. O0630p MeT0/10B
pa3BeptbiBanus KaueHTCkux OC B cpenie opranu3anuu. TeXHOIOrMH JIMLIEH3MOHHOW aKTUBAllUU
JUIS KIIMEHTCKNX KOMITBIOTEPOB B OpraHu3anui. IlnannpoBanue cTpareruu pa3BepThIBAHUS
kiueHTckux OC. Coop naHHbIX 00 HH(pacTpykType. Peanusanus pemenus JUeH3nOHHON
aKTUBALIUU
2 IInanupoBaHue cTpaTernu ynpapJjieHusi o0pa3amMmu
0630p PpopmaroB obpaza Windows. O630p cpeAcTB yrpasieHnus oopazamu (Image Management).
Onenka 6u3Hec-TpeOOBaHUMN IS OJIEPHKKU CTPATErny yIpaBiIeHUs 00pa3amH.
3 Peanu3zanus 0e301aCHOCTH KJIMEHTCKUX CHCTEM
Peanuzanus neHTpaaIn30BaHHOrO penieHns no 6e3onacHocT kiueHTckux OC. [nanupoBanue u
peanmu3anus BitLocker. [TnanupoBanue u peanuzamnus mmdposanus ¢ nomouibio EFS. Hactpoiika
6e3onacHocTu kireHTckux OC ¢ momolibio rpynmnoBoit nonutuku. Hactpoiika mudpoBanus
nucka ¢ nomonrsio BitLocker. Peanusanus penienus neHrpanuzoBaHHoro ynpasienus EFS.
Peanuzarus pemenust 1s BocCTaHOBICHHS (GaiiiioB, 3anmuimeHHbx EFS.




3axBaT u ynpasJjieHue odpa3zamu kianeHTckux OC

0630p Windows ADK. Ynpasienue cpenoit npenxycranoku Windows (Windows PE). Co3nanue
HUCX0HOTO0 00pasa ¢ moMornibio Windows SIM u Sysprep. 3axBaT 1 00CTYKUBAHHUIO STAJIOHHOTO
obpaza. Hacrpoiika u ynpasnenue ciayx00it pazsepteiBanuss Windows (Windows Deployment
Services). Hacrpoiika Windows PE. YcraHoBKa 3TalOHHOTO KOMIIBIOTEPA € TIOMOIIBIO (aiiia
otBeToB. OOpaboTKa ATATIOHHOTO KOMIIbIOTEpa ¢ ToMoIbto Sysprep. Cosznanue (haiiia 0TBETOB ¢
nomortsio Windows SIM. YcraHOBKa 3TAIOHHOTO KOMIIBIOTEPA C TIOMOIIIBIO (haiiia OTBETOB.
O0paboTKa STAIOHHOTO KOMITBIOTEpa ¢ MOMOIIbI0 Sysprep. Services [inanupoBanue cpeibl
WindowsDeploymentServices. YcranoBka u HacTpoiika cepepHoii pomun WDS. 3axBat
sTaIoHHOTrO 00pa3a ¢ momombeo WDS. Pa3sepTriBanue oopasa ¢ momoirsio WDS

IlinanupoBaHue U peajM3anus MUTPALUH M0J1b30BATEIbCKON CPeabl

00630p crocoOOB MUTPAITUH TTOJIL30BATENBCKON cpebl. [ImannpoBanue MUTpaIIH
M0JIb30BaTENBCKOM cpeabl ¢ momolpo USMT. Murpanust cocTosiHUS MOJIb30BATENS C TOMOUIBIO
USMT. IlnanupoBaHue MUrpanuu nojab30BaTesbckoi cpeipl. Co3ianue U HacTponKa
XMLdaitnoB USMT. Co0p naHHBIX U BOCCTAHOBIIEHUS TPODUIIS MOIH30BATENS C TOMOIIBIO
USMT.

Brinmonnenue MUIr'panuu € CO3JaHUCM KCCTKHUX CCBIJIIOK

IInanupoBanue u paseprbiBanne kKJaneHTCKUX OC ¢ nomombio Microsoft Deployment
Toolkit

ITnanuposanwue cpensi Lite Touch Installation. Peanuzamust MDT 2012 st Lite Touch
Installation. MaTerpamust ciyx6 passepreiBanust Windows ¢ MDT. IlnanupoBanue cpenst Lite
Touch Installation. Ycranoska MDT 2012 u HeoO6xoauMbIX KOMIIOHEHTOB. Co3/laHie U
Hactpoiika MDT 2012 Deployment Share. PazBepTeiBanue u 3axBaTt o0pasa stanonHoi OC.

Hurerparmus WDS ¢ MDT 2012 qyist oGecriederust Bo3aMoxkHocTel 3arpy3ku PXE.

InanupoBanue u pa3eprbiBanue kjauenTckux OC ¢ momompio System Center
Configuration Manager 2012 ITnranupoBanuecpeast Zero Touch Installation. TToaroroka
caifta Juis pazseptsiBanus OC.

ITocTpoenue sTamoHHOr0 00pa3a Ha OCHOBE MocieoBaTenbHOCTH 3a1a4 Configuration Manager.

Hcnons3oBanue mocienoBarenbHocTy 3a1ad MDT aiist pa3BepThIBaHMs KIIMEHTCKUX 00pa30B.
[TnanupoBanmre MHOPACTPYKTYPBI pa3BEPTHIBAHMS ONEPAMOHHO cucTeMbl. [ToaroroBka cpespt
Zero Touch Installation. Hactpoiika nmakeToB pa3sepThiBaHHs U 00pa30B cucTeMsl. [lonroroska
cpensl ZeroTouchInstallation




IlnanupoBaHue u peaju3anus ciayx0 yranenHoro gocryna (Remote Desktop Services) O630p
CITy>KOBI yaalieHHOTO pabouero croua. [Imanuposanue cpenbl Remote Desktop Services.
Hactpolika pa3BepThiBaHusI HHPPACTPYKTYphI BUPTYAIBHBIX pabounx cTojoB. HacTpoiika
JIOCTYIIa K KJIMEHTaM Ha OCHOBe ceaHcoB (Session-Based Desktop). Pacmmpenue cpenbr Remote
Desktop Services B Untepner. [ImanupoBanue cpeasl Remote Desktop Services. Hactpoiika
crieHapus UHPPACTPYKTYPhI BUPTYAIBHBIX pabo4nx cTosioB. HacTpolika crieHapust JOCTymna Ha
ocHoBe ceaHcoB. [IpoexTupoBanue nonutuk 10308 RDS. HacTpoiika numo3o8 RDS

YnpasJ/ieHue BUpPTyaJu3anuei nojib30BaTe1bCKOro coCToOsiHus sl KiueHTckux OC
OpraHu3anuu

O0630p BupTyanuzanuu npoduis nmouszoBarens. [ImannpoBanue BUpTyanu3auy mpoQuis
nosib3oBarens. Hacrpolika nepemeniaeMpix npoguiie, nepeHapasieHns NanokK 1 aBTOHOMHBIX
(offline) ¢aiino. Peanuzanus BupTyanuzanuu paboTsl mois3oBarens o Microsoft (Microsoft
User Experience Virtualization). [InanupoBanue BUpTyanu3auy npoGuiIs Moab30BaTeIsl.

Peanuzanus BUPTYyaAJIU3allun HpO(i)I/IJ'ISI I10JIB30BAaTCJIA.
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IInanupoBaHue u peajusanus HHPPacTPYKTYpbl 00HOBJIEHHUI 11 MOAIEPKKH KINEHTCKUX
OC opranuszanumn

[TnanupoBaHue HHPPACTPYKTYPbI OOHOBJICHUH JUIs OpraHu3anuu. Peanusanus noaiepxku
00OHOBIIEHUH IporpaMMHoro odecrieueHust ¢ nomouisto Configuration Manager 2012.
VYrpaiieHue 0OHOBJICHUSIMU JJI BUPTYaJIbHBIX MAlIUH 1 00pa3oB. Mcnons3zoBanue Windows
Intune nnist ynpasnenust oOHOBIIEHHE TporpaMMHOro obecrieuenus. [InanupoBanue
nHppacTpykTypsl 0OHOBIeHUs. Peann3anus oOHOBIEHUH TPOrPaMMHOTO 0OECTIEYEHUSI C
nomouisio Configuration Manager 2012. Peanu3aius 0OHOBJIEHUH MPOrpaMMHOI0 00ecrieYeHUs
JUTsE OMOIMOTEK BUPTYAJIbHBIX MAIIIHH.

11

3amuTa KOMNbIOTEPOB NMPEeINPUATHS OT BPEIOHOCHBIX IPOrPaMM M NMOTEPh JAHHBIX

0630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings u
MoHuTOpHUHTra coctosiHus. Vcnonp3oBanue Windows Intune Endpoint Protection. 3amura
kuenTckux OC ¢ momonrpio System Center 2012 Data Protection Manager. Hacrpoiika u
pa3BepTheiBaHue nonutuk EndpointProtection. Hactpoiika napameTpoB KJIMEHTa A TOAJIEPKKU
Endpoint Protection. MoHUTOpUHT 3alIUThl KOHEYHBIX Touek. HacTpolika u mpoBepka 3aliuThl
JaHHBIX KJIMEHTa
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MOHHMTOPHUHI NMPOU3BOAUTEILHOCTH U PA0OTOCIOCOOHOCTH MH(PPACTPYKTYPHI KINEHTCKHX
oC

[Ipou3BoaUTENBHOCTH U pabOTOCIIOCOOHOCTH HHGPACTPYKTYPHI KiIueHTCKuX OC. MOHUTOpPUHT
UHOPACTPYKTYPHI BUPTYalIbHBIX KiIHeHTOB. HacTpoiika Operations Manager At MOHUTOpPUHTA
BUPTYaJIbHBIX CPE.

B mom uucne npakmuueckux 3auamuii u 1a60pamopHvix paoom

1 OneHka u olpesieJIeHle TapaMeTPOB Pa3BEPThIBAHUS

2 [TnanupoBaHue CTpaTeruu yIpaBieHUs o0pa3aMu

3 Hacrpoiika 6e30macHOCTH KIIMEHTCKUX CHCTEM

4 Hacrpoiika mmdpoanus ¢aitios ¢ momompo EFS

5 [ToaroroBka obpaza u cpesl mpemycranoBku YcranoBka Windows ADK

6 Cosznanue 3tanoHHOro oopasa ¢ nomornbio Windows SIM u Sysprep Co3nanue aiisia OTBETOB C
nomotnsto Windows SIM

7 Cosznmanue u 00CcTy)KUBaHUE TAJIOHHOTO 00pa3a

8 Hactpotiika u ynpasiaenne Windows Deployment Services ITnanuposanue cpeast Windows
Deployment Services

9 [TmaHupoBaHue U pean3alusi MUTPAIIUH TTOJIb30BATEIHLCKON CPEIbl 36

10 | Murparusi COCTOSIHHS MOJTB30BATENS C CO3IAaHMEM KECTKUX CCHUTOK

11 | [InanupoBanue u pa3BepTbiBanue kKiaueHTckux OC ¢ nomomibio MDT

12 | TloaroroBka cpensl Uil pa3BepTHIBAHUS ONEPATIOHHON CHCTEMBI

13 | UcnonwszoBanue MDT u Configuration Manager mist moarorosku Zero-Touch Installation

14 | IlnanupoBanue u peanm3aius nHPpacTpykTypsl Remote Desktop Services

15 | Pacmmpenue noctymna k MaTepHeT M5t mHGpacTpykTypsl RDS

16 | Pa3BepThiBaHME M IOACPIKKA BUPTYATU3AINH PO TTOTH30BATEIIS

17 | IIpoexktupoBanue u peanuzanus GaiaoBbIX CIYKO

18 | Peanmsarus Client Endpoint Protection Hacrpotiika Touxu Endpoint Protection

19 | Hactpoiika Data Protection muist JaHHBIX KIMEHTCKOTO KOMITBIOTEPA

20 | MOHHUTOPHHT MTPOU3BOIUTEIFHOCTH H PA0OOTOCTIOCOOHOCTH HHPPACTPYKTYPHI KimeHTCKIX OC

Cooepotcanue 16




Tema 2.2. Peanuzanus
cpeabl HACTOJIbHBIX
MPUJI0KEHH .

Pa3paborka crpaTeruu pasBepTbiBaHUS MPUJIOKEHUN

Onpenenenue 6u3Hec-TpeOOBaHUMN AJIs pa3BepThIBaHUS IpuiiokeHuit. O030p cTparerun
pa3BepThIBaHUA MPHIIOKEHUN. BbIO0Op Mmoaxons1Iei cTpaTeru pa3BepThIBAaHUS MPUITOKESHHUH IS
oduca.

JAmnarHocTuka u odecnevyeHrne COBMEeCTUMOCTH MPUII0KEHUI

Jlnarnoctuka npo0jaeM COBMECTUMOCTH IpuiioskeHui. OlieHKa U pealin3alys peleHui no
BOCCTaHOBJICHUIO. Perenne nmpobieMbl COBMECTHMOCTH ¢ rmoMoIbio Application Compatibility
Toolkit. YcranoBka u Hactpoiika ACT. AHaIN3 MOTEHIUAIBHBIX MPOOJIEM COBMECTUMOCTH.
Pemenue npoGiemM COBMECTUMOCTH PUIIOKEHUN. ABTOMATH3aIUs Pa3BEPThIBAHUS
MPOTPaMMHBIX CPEJCTB 00ecIeueHruss COBMECTUMOCTH (shims)

Pa3BepTbiBaHHMe NPHUJIOKEHNH C IOMOIIbIO TPYNNOBBIX NOJUTUK U1 Windows Intune
Pa3BepThiBaHME NPUIIOKEHUH C HOMOLIBIO IPYIIIOBBIX MOJUTUK. Pa3BepThiBaHUE NPUIIOKEHUH C
nomotisio Windows Intune. Pa3BepThiBaHNE MPUITOKEHHH ¢ TOMOIIBIO TPYIIIOBBIX MOTUTHK.
3anyck cumyssiiuu Windows Intune.

Pa3zBepThiBanue npuiioxenuii ¢ nomoupio System Center Configuration Manager
Konuenmum pazsepTeiBaHus puiiokeHuid ¢ momoipio Configuration Manager 2012.
PazBepTriBanue npumiioxenuit ¢ momornisio Configuration Manager 2012. Co3znanue 3anpocoB
Configuration Manager 2012. Co3znanue kojuiekiuii nonb3oBareneii 1 ycrpoiicts Configuration
Manager 2012.

Pa3zBepThiBaHuMA caM000cC/IyKHBaeMbIX NPUJIOKEHU I

Konuenmum pazBepTeiBaHHs caMOOOCITy)KMUBaeMbIX NpuioxkeHnii. Hactpoiika
camoo0cy)kuBaeMbIx nmpuiioxkenuit ¢ Windows Intune. PazBepTriBaHMsI caMOOOCITYKMBAaEMbIX
npuiioxxenuit ¢ Configuration Manager 2012. PazpepThiBaHHSI cCaMOOOCITYKHUBAEMbIX MPUIOKEHHH
¢ Service Manager 2012. TToaroroska System Center Configuration Manager 2012 ast
nojepxku Service Manager 2012 Self-Service Portal. Hactpoiika ServiceManager 2012
SelfServicePortal. [IpoBepka BO3MOXXHOCTH IPEAOCTABICHHS IPUIIOKEHUN OJIB30BATEISIM C
nomouisto Self-Service Portal.

IIpoexTpoBanue u peajn3anus HHPPACTPYKTYPbl BUPTYaJIH3aluM NpeacTaBiaeHuii OLeHka
TpeOOBaHUIl BUPTyaIn3aluy npeacTapieHuil. [InanupoBanue HHPPaCTPyKTypbl BUPTyaIn3alluu
npeacraBiaeHuid. PazsepTeiBanne HHQPACTPYKTyphl BUPTYaATU3AIMH TPEICTABICHUMN.
PazBepTriBaHE HHPPACTPYKTYPHI BBICOKON TOTOBHOCTH JUIsl BUPTYaJIM3AIlUH IIPEICTaBICHUMA




IToaroroBka, HACTPOKA U Pa3BepPThIBaAHME NMPEACTABJICHUN BUPTYATU3ANMUN MPUIIO0KEHUN
Omnpenenenue cTpaTeruy MpeacTaBIeHU BUPTyaau3aluy npuioxxeHuil. PasseproiBanue
ynajieHHoro pabouero croia, RemoteApp, u RD Web Access. Pa3BepTriBaHNe NpUIIOKCHUN HA
RD Session Host. Hactpoiika u pa3zBepTeiBanue nprmioxenuii RemoteApp. [Iposepka
BO3MOXKHOCTH MCIOJIb30BaHUS MpuiioxkeHui ¢ momonisio RD Web Access.

IIpoexTHpoBaHue U pa3sBepThIBAHUE CPEAbI BUPTYAJIU3ALHU NPHJIOKEHH I
O0630p Mozenel BUPTyaIu3aly IpUIoKeHn. Pa3BepThiBaHuEe KOMIIOHEHTOB HHPPACTPYKTYPbI
BUPTyaJIM3aLUU IPUIIOKEHUN. HacTpolika KIMEHTCKON MTOAIEPKKH BUPTYyAIM3ALUN [TPUIIOKEHU.

[1nanupoBanue pazBepTeiBaHust App-V posieil 1 KOMIIOHEHTOB. Pa3BepThiBaHne HHPPACTPYKTYpPbI
App-V. Hacrpoiika knuenta App-V

IMoaroroBka K BUPTyaIN3allii U pa3BepThIBaHNE BUPTYAJbHBIX MPHJIOKEHU T

[ToaroToBKa NpUIIOKEHHH JUTS BHITIOJIHEHNS B cpeie App-V. Pa3sepThiBanue npuioxeHuii AppV.
VYcraHoBka u HacTpoiika App-V Sequencer. [TonroToBka npunoXeHuil K BUPTyalIn3aliH.
PasBepteiBanme App-V npunoxennii ¢ momompio Configuration Manager.
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IInannpoBanue u peaausanus 0e301aCHOCTH U O0HOBJICHUS NIPUIIOKEHHUH

[1nanupoBanue oOHOBIEHUS NpuIoxkeHuil. Pa3BepThiBanne o6HOBIEHUH ¢ momorsio WSUS.
PazBepThiBane 0OHOBIEHMH ¢ momolibio Configuration Manager 2012. Peanuzanus
6e3omacHoCTH puioxkeHni. OGHOBIEHNE pa3BEePHYTHIX MpUiIokeHUH. OOHOBICHHE MPUITOKEHUIN
App-V. Pa3septeiBanue noautuk AppLocker 11s ynpaBieHus 3amyckoM MpHIOKEHHH.

11

IInanupoBanue u peaau3anusi 0OHOBJICHUSI U 3aMEeHbI IPUJIOKECHHU I

[InanupoBaHue u peanusanusi OOHOBIEHUS NPUIOKEHUHN U 3aMeIleHUs PHIIOKEHUH.
[TnanupoBaHue U pean3alus COCyIecTBOBaHUS MpuioxkeHnid. OOHOBIEHHE Pa3BEPHYTHIX
IIPWJIOKEHNH. 3aMeHa pa3BEPHYTHIX NpuiiokeHni. HacTpoiika cocyliecTBOBaHUS Pa3IMUHBIX
BEPCHIl IPUITOKEHUS
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MOHUTOPHHT pa3BepPTHIBAHNS, HCIOJIb30BAHUS U TPOU3BOAMTEIbHOCTH NPUJIOKEHUI
[MnanupoBanue u peanusanus UHOPACTPYKTYPbl MOHUTOPUHTA IPUIIOKEHUI. MeTpHKw,
WHBEHTapHU3alus U aHAIN3 PECYPCOEMKOCTH MPHIOKEHUH. MOHUTOPUHT UCTIOIb30BAHUS
pecypcoB npuioxkeHuid. [InaHupoBanue MHBEHTapU3alMK NPUI0KEeHUH. OpraHu3anus
MHBEHTapH3aI[K IPOrpaMMHOro o0ecrieueHrs. MeTpukH NCIOJIb30BaHUS TPUIIOKEHUH.
MoHuTOpUHT UCTIONIb30BaHUE pecypcoB cepBepoB RD Session Host mpunoxxenusimu. CHIKEHNE
MMKOBOI HArpy3KH Ha PeCypchl MPUIOKEHUIMU




Paszgea 3.0pranuszanus
aAMHUHHUCTPHPOBAHUSA
KOMIIbIOTEPHBIX CHCTEM

MJIK.02.03. Opranu3anusi 138
aIMUHUCTPUPOBAHUSA

KOMIILIOTEPHBIX CHCTEM

Tema 3.1 Cooepoicanue 48
IIpoexTupoBanue u 1 Ils1anupoBaHMe anrpeiiia ¥ MUTPaNu cepBepa

peaju3anusi cepBepHOii
HHPPACTPYKTYPHI

Pexomenpanuu no anrpeiiny u murpauuu. Co3laHue IUlaHa anrpeiiia U MUTpalud cepBepa.
[1nanupoBaHue BUPTyaau3aluu

IInanupoBaHue U BHepeHUe HHPPACTPYKTYPHI AJ1 pa3BePThIBAHUSA CEPBEPOB

Bri6op MOJIXOMSIIEN CTpaTeruu CO3aHUs o0pazoB cepsepa.
BHCIIpeHI/IG CTPATCru aBTOMAaTUYCCKOI'o pa3sBCPThHIBAHUA

IInanupoBaHue M pa3BepThIBAHHME CEPBEPOB C MCIOJIb30BAHUEM JMCIIeTYePa BHPTYAJIbHBIX
mammH (VMM)

O0630p nucnerdyepa BupTyadbHbIX MamuH B System Center 2012 R2. Peanu3zanus 6u0iaMoTex u
npoduieil rucneryepa BUPTyalnbHbIX MamuH. [InanupoBanue u pazBepTbiBaHue ciiy:k6 VMM.

IIpoexTpoBanue u BHeApeHUE HH(PPACTPYKTYPHI JIecOB B 10MeHOB Active Directory Domain
Services [IIpoextupoBanue neca AD DS. IlpoekTupoBaHHe W peanu3anusi JOBEPUTEIBHBIX
OTHOIUEHUH MEXKIY JIeCaMH. IIpoexTupoBanue MHTETPaLuu ADDS c
WindowsAzureActiveDirectory.

[TpoextupoBanue u coznanue nomeHoB AD DS. TlpoexktupoBanue nmpoctpancts umeH DNS B cpene
AD DS. IpoekTrpoBaHne TOBEpUTETbHBIX OTHOIIEHHH AD DS.

IIpoexTupoBanue u peanusanusa uHGpacTpykrypsol noapasaenenuii (OU) u paspemenuiit AD
DS

[InannpoBaHue AeerupoBaHus aIMUHUCTPATUBHBIX 3a/1a4. [[poekTpoBaHne CTPyKTypbI
noapazaenenunit OU. IIpoektupoBanue u BHeIpeHue ctpareruu rpynn AD DS

IIpoexTHpoBaHMe ¥ BHePeHHE CTPATernH IPYNNOBBIX NOJIUTHK
C6op TpeOyeMmoii mHGOpPMALUU ISl TPOSKTUPOBAHUS TPYNIOBBIX MOJIUTUK. IIpoekTupoBanue u
BHEPEHHE TPYIIOBBIX MOTUTHK. [IpoekTrpoBaHne 00pabOTKH IPYIIOBBIX MOJIUTHK.

[1nanupoBaHue ynpaBieHuUs TPYNIOBBIMH ITOJIUTHKAMH




IIpoexTupoBaHue U peanusanusa pusndeckoii Tonosornu AD DS

[IpoekTupoBanue u peanmusanus catoB Active Directory. IIpoekTupoBanue perumkanuu Active
Directory. IIpoexTupoBanue pazMenieHusi KOHTPOJJIEPOB JoMeHa. BupTyanusanus KOHTPOJLIEpOB
nomeHa. [IpoexTupoBanne BHICOKOM JOCTYITHOCTH KOHTPOJUIEPOB TOMEHA

IInanupoBaHue U peaju3anus XPAHWINIL JAHHBIX
[TnanupoBanue u Bueapenue iSCSI SAN. IlnannpoBanue u BHeapeHue Storage Spaces.

Ontummsanus HainstoBbIX CIyK0 s Priinanos.

Ili1anupoBaHue M peajM3anus 3alIUTHI ceTel
O0630p mpoekTupoBaHus Oe3omacHOCTH cereld. [IpoekTupoBaHHe W BHEIPEHHE HUCIOIB30BaHUS
Windows Firewall. [IpoektupoBanue u BHeApeHue HHPpacTpykTypbl NAP
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IIpoexkTHpOBaHUE U PeaTU3alUA 3AMTHI CJIYKO 10CTyNA K CeTH
[InanupoBanue u BHenpeHue DirectAccess. ITnanupoBanue u Bueapenue VPN. [lnanupoBanue u
BHenpenue Web Application Proxy. IlnanupoBanue cinoxHOW HHPPACTPYKTYphl yIaJIeHHOTO

J0CTyTIa

Cooeporcanue

84

Tema 3.2. Peanuszanus
NPOABHHYTOMH CepBEePHOi

HH(PACTPYKTYpPbI

1

00630p ynpasJienus Llentpom O6padorku Janubix npeanpusatus O030p
HO/J mpeanpustus. O630p komnoneHT SystemCenter 2012 R2

IlinannpoBaHue U peaju3anus CTPATerud BUPTYAJU3ali CEPBEPOB
[InanupoBaHue pas3BepThIBaHUS JucneTdepa BUPTyanbHbIX MammH (VMM). IlnanupoBanue u
peanu3anys CEpBEpHON BUPTYaIU3aALUY.

IInanupoBaHue n peaju3anus cereBoii HHPPACTPYKTYPbI M CHCTeM XPaHEHHUs! AAHHBIX 1A
BUHPTYAJIN3AL UM

[TnanupoBaHue CUCTEM XpaHEHUs JJIs BUpTyann3auuu. Peanusanus cucteM XpaHeHus JUIs
BUpTyanu3anuu. [InanupoBanue u peanuzanus ceTeBoi HHPPACTPYKTYPHI Ul BUPTYaTHU3AIIH.

HHaHI/IpOBaHI/IC U pcajin3alvsa BUPTyaJIn3aluu CCTU

Ili1annpoBaHue ¥ pa3BepTbIBAHNE BUPTYAJIbHBIX MAIIMH

[InannpoBaHue mapaMeTpoB BUPTyalIbHBIX MalvH. [I0ATOTOBKA K pa3BepTHIBAHUIO BUPTYAIBHBIX
MallMH C HCIOJIb30BAaHUEM JHcHeTdepa BUPTyaidbHbIX MamuH (VMM). PaspepTriBanue
BUPTYyallbHBIX MalMH. [InanupoBanue u peanusauus pernavku Hyper-V




IInanupoBaHue U peaju3anus pelieHUs 0 AAMUHUCTPUPOBAHNIO BUPTYAJIM3ALMHU
[InanupoBanue U peanusanus aBTOMaTU3alUK ¢ Ucnoyib3oBaHueM System Center 2012 R2.
[TnanupoBanue u peanuzanus MicrosoftSystemCenterAdministration. [TnanupoBanue u
peanuzanus Self-Service ¢ ucronpzoBanuem System Center 2012 R2. ITnanupoBanue u
peann3anusi yCTAaHOBKM OOHOBJIICHUI B MHPPACTPYKType CEpBEPHOI BUPTYyaInu3alluu

6 IInanupoBaHue U peaju3anusi CTPaTernd MOHUTOPHHIA CepBePOB
[TnanupoBanue MOHHUTOPHHTa B Windows Server 2012 R2. 0630p
SystemCenterOperationsManager. [ltanupoBanue u HacTpOKa KOMIIOHEHT MOHUTOPHHTA.
Hactpoiika B3aumoneiictBus ¢ VMM

7 IlnannpoBaHue U peaju3anus pelieHU BbICOKOH JOCTYITHOCTH IS (PAHJIOBBIX CJIYKO U
NPUJIOKEHU I
[InanupoBanue u peanuzanus Storage Spaces. [InanupoBanue u peanuzarust DFS. [InanupoBanue
u peanusanus NLB

8 IlniannpoBaHue W peaau3anusl pPelIeHHH BbICOKOH JOCTYIIHOCTH HAa OCHOBE KJIACTEPOB
[TnaaupoBanue HHPPACTPYKTYPBI OTKA30yCTOMUMBEIX KIIACTEPOB. BHEIpeHNE 0TKAa30yCTONYUBOTO
kyactepa. [InanupoBanue 1 peanu3anus CUCTEMbl YCTAHOBKH OOHOBIIEHUH /ISl OTKa30yCTOMYMBOTO
Kiacrepa. MHTerpanus OTKa30yCTOMYMBBIX KIJIACTEpOB M BUpTyanuszauuu. [lmaHupoBanue
pacipenenéHHbIX OTKa30yCTOMYUBBIX KJIACTEPOB

9 IInanupoBanue u peanusanusi crparernu Oecnepedoiinoii padorsl (Business Continuity
Strategy)
O0630p ctpateruu Oecrniepe0oitHoil paboThl. [lnanupoBaHue U peanu3aiys CTpaTeruii pe3epBHOTO
konupoBaHud. [lnaHupoBaHue W peanusanusi BOCCTaHOBIEHMs. llnaHupoBaHune u peannsanus
PE3EPBHOrO KONMPOBAHUS U BOCCTAHOBJIEHHS BUPTYaJIbHBIX MalllH

10 | nanupoBaHme U peaau3anusi HHPPACTPYKTYPHI OTKPBHITHIX KIK0Yei
[InanupoBanne W pa3BepThIBAHHWE YIOCTOBEPSIONIMX LEHTpoB. [lnaHupoBanue u peanuzanus
m1abaoHoB cepTudukaroB. [nannpoBanue u peanu3anus BbIa4M U OT3bIBA CEPTU(PHUKATOB.
[1nanupoBaHue U peanu3alys apXUBallly U BOCCTAHOBIICHHUS KITIOUei

11 | InanupoBanue u pa3BeproiBanue AD FS

[InanupoBanue u peanuzauus undpactpykrypsl AD FS. [InanupoBanue u peanuzauus AD FS
Claim Providers u Relying Parties. [lnanuposanue u peanmmzarus AD FS Claims u Claim Rules.

[TnanupoBanue u peanuzanus Web Application Proxy




12 | InanupoBaHue U peau3aNusi A0CTYNA K JaHHBIM JUIS MOJIb30BaTeleii U yCTPoiicTB
[TnanupoBanue u peanuzarus DAC. [nannpoBanue noakitoueHus Kk padbouemy mecty (Workplace
Join). [manupoBanue pabounx mamok (Work Folders)

13 | [lnanupoBaHue U pean3anus CIYy:K0bI yIpaBJeHHs MPaBaAMU

0630p AD RMS. I[TnanupoBanue u peanmzaius kiacrepa AD RMS. [lnanupoBanue u BHEAPECHHE
ma6sioHoB AD RMS u nonmmutuk AD RMS. IlnanupoBanue u peanusamus BHEIIHETO 10cTymna kK AD
RMS. ITnanupoBanue u peanu3anus 3aumozeicteus AD RMS u Dynamic Access Control.

B mom yucne npakmuyeckux 3anamuii u 1a60pamopuvix padom

OcymiecTBieHne KOH(PUIYpUPOBAaHUS IPOrPaMMHOI0 OOECIIeYeHUsI Ha cepBepax U pabounX CTAaHIMAX.
YcraHoBka ImpaB JOCTYyIIa U KOHTPOJIb UCITIOJIb30BAHUSA CETCBBIX PECYPCOB

AJIMUHUCTPUPOBAHUE CEPBEPOB

Pacuér cTonmocTtu cereBoro 000pya0BaHUs ¥ IPOTPAMMHOT0 00ECTIEUEeHUS

Peructpanus nonp3oBaTeneil J10KkaabHON ceTH

I A

Ocy1ecTBI€HNE aHTUBUPYCHOM 3alllUTHhI
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B ToMm 4nciie camoCcTOATEBHBIX PA00T NpH M3y4yennu pasgena 3 IIM 02.

Pabota ¢ pa3narouHbsiM MaTepragoM Mpu U3ydyeHuu yueOHoro marepuana rno temam MJIK 02.01.

[ToaroroBka cryaeHTamu cooOmieHui u npesenTanuii mo remam MJIK 02.01. (mo 3ananuro

IIpero/iaBaTens)

Cuctemarnyeckasi mpopaboTKa KOHCIIEKTOB 3aHATUH, yueOHOM IUTepaTyphl M TEMAaTHYECKUX MaTepUaIoB

Ha CalTax CEeTH UHTEPHET.

IlonroroBka IIPAKTUYECKUM 3aHATHIM c HCII0JIb30BaHNEM METONYECKUX
PEKOMEH Al TIPEN01aBaTENs

Odopmiienre 0TYETOB MO MPAKTUUECKUM U TAOOPAaTOPHBIM paboTaM.

I/I3y‘-ICHI/IC JOIIOJITHUTCIIBHOT'O y‘IC6HOI‘O MaTepurajia 1o TéMaM 3aJlaHHbIM IIPECTIOAaBaTCJIIEM Ha OCHOBAHUN
pa60qel71 MporpamMmmsl, KaJICHAApHO — TCEMATUYCCKOI'0 IIJIaHa. " y1<a3aH1/1171 Io BHC&y,[[HTOpHOfI
CaMOCTOSTEIbLHOMN pa6OTBI CTYACHTOB.

IIpumepHasi TeMaTHKA JOMAILIHUX 3aaAHUI
1. W3yueHne TeOpeTHIecKoro Marepuana JeKIui
2. dopmupoBaHre OTYETOB MO MPAKTUIECKUM paboTam




YyeOHasi npakTHKA

Ilepeyenns pador:

AJIMUHUCTPUpPOBAHHE CEPBEPOB M pabOUUX CTAHLIUH.

Opranu3zanus A0CTyIa K JOKaJIbHBIM ceTsM u HHTepHeTy.

VYcTaHOBKa U CONPOBOXKICHUE CETEBBIX CEPBUCOB.

Pacuér crommocTu ceTeBoro 000pyA0BaHMs U IPOTPAMMHOTO 00ecTieueHHs!.

COop naHHBIX AJI aHAJIM3a UCIOJIb30BAHUS IPOrPAMMHO-TEXHUYECKUX CPEICTB KOMIIBIOTEPHBIX ceTell. 6. O0ecnieueHue
CeTeBOM OE30MaCHOCTH

o wbn e

72

IIpou3BoacTBeHHAsI MPAKTHKA pa3jiesa
Ilepeuennb padort:

[Tonnepkka B pabOTOCIIOCOOHOM COCTOSIHUU IIPOrpaMMHOE 00ecliedeHre CEPBEPOB U padOYUX CTAHIUH.
Perucrpanus noip3oBareneit IOKAIbHOW CETH U IIOYTOBOTO CEpBEpPa, HA3HAYCHNUE UICHTH(PHUKATOPOB U MAPOJICH.
ObecnieueHne CBOEBPEMEHHOTO KOIIMPOBAHHUS, apXUBUPOBAHUS U PE3EPBUPOBAHUS IaHHBIX.

[TpunsiTHE MEp 110 BOCCTAHOBIJIEHNIO paOOTOCIIOCOOHOCTH JIOKAJILHOW CETH MpHU COOSX UIIH BBIXOJIE U3 CTPOSI CETEBOTO

SANE A

o0opynoBaHus. BeisiBieHne omnOoK noib3oBareseil 1 NporpaMMHOI0 00eClieYeHns U IPUHATHE MEP MO UX HCIPABICHHUIO.

S

[IpoBeneHNE MOHUTOPUHTA CETH, pa3padaThIBaTh MPEIJIOKEHUS 110 Pa3BUTHIO HHPPACTPYKTYphI CETH.

7. Ob6ecrnieueHue ceTeBoi 6€30MaCHOCTH (3AIIUTY OT HECAHKLIMOHUPOBAHHOIO I0CTYNa K HH(OpMAIMU, TIPOCMOTPa UIIH
U3MEHEHMs CUCTEMHBIX (DaiiIoB M TaHHBIX ), 0€301MaCHOCTh MEKCETEBOTO B3aUMOCHCTBUS.

8. OcyuiecTBieHNEe aHTUBUPYCHOM 3aIUTHI JIOKATBHOM BBIUMCIUTEIBHON CETH, CEPBEPOB U paOOUYUX CTAHLIUH.

JIoKyMeHTHpOBaHNE BCEX NMPOU3BEACHHBIX JEHCTBUI.

VYcTaHoBKa Ha cepBepbl U padoUne CTaHIMK: ONIEPALIMOHHBIE CUCTEMBI U HEOOXO0IUMOE Ji7Isl pabOThI IPOrpaMMHOE 00eCIIeYEeHNUE.

144

HpOMe)KyTO'lHaH aTTecrauusa

Bcero

692




4. YCJIOBUSA PEAJIN3AIIMA PABOYEN ITPOT PAMMBI
MMPO®ECCHUOHAJIBHOI'O MO YJIA

«IIM.02 OPTAHU3AINA CETEBOI'O A AMUHUCTPUPOBAHUA»

4.1. TpeOboBaHUsI K MUHUMAJIbHOMY MaTEePUAJbHO-TEXHUYECKOMY O0ecIeYeHH 10

Peanu3zanus nporpammel npeanosaraet Haauuue Jlabopatopuun «Oprannsanyst 1 IPUHLIMIIBI IOCTPOSHUS
KOMIIBIOTEPHBIX CUCTEM.

ObOopynoBanue y4deOHOH Ja0opaTropuum HW Ppadouyux MecT KaOuHera JadopaTropuu
«Opranu3auus ¥ NPUHUMIBI MOCTPOEHUSI KOMIIbIOTEPHBIX CHCTEM):

12 TIK

1 11K npenonaBatens

1 kommbroTep ams nabopatopHsbix 3ausATH ¢ OC Microsoft Windows Server, Linux u cuctemamu
BUpTyanu3anuu He MeHee 2 ceteBbix miaT (1 CereBas miarta) mpoueccop He Hike Core 13

orepaTHBHas MaMsTh 00beMoM He MeHee 8 ['0

HD 500 Gb wu 6omsure (SSD 250 I'6,HDDS500 I'6)
Windows UNIX (Ubuntu)

nakeT O(pUCHBIX IPOTrpaMM

naket CAIIP

Cepgsep B nabopatopuu (CepBep pacroaokeH yAaJIeHHO)
[Ipoexrop

Okpan / IHTepakTHBHAs JOCKA

- 6 MapLIPyTU3aTOPOB (41UT B HATMYUH, 21T B 3aKYIIKE)
6 KOMMYTaTOpOB

TCJIICKOMMYHUKAIITUOHHAs CTOMKa

2 GecnipoBoAHBIX MapiipyTusaropa Linksys (mpeanoututensho cepun EA 2700, 3500, 4500) unun
aHajormysnsle ycrporicrea SOHO
- IP renedonst ot 3 mr. (Het, 31T B 3aKynkax)

- [IporpammHo-anmnapaTHble IUTI03bI 6e30macHocTH OT 2mT. (Her, 21T B 3aKkymnkax)

TumnoBoi cocTaB Jjisi MOHTa)ka 1 HaJlaJIKH KOMHBIOTCpHOﬁ CeTHU: Kabenun Pa3jIMYHOTO THUIIA, 00KMMHO

WHCTPYMEHT, KOHHEKTOpHI RJ-45, Tectepr! miis kabens, Kpocc-HOXKHU, KPOCC-TIaHEIH;

Heo6xoanmMoe IHIIeH3MOHHOE MTPOrpaMMHOE oOecTrieueHue Uit aAMUHUCTPUPOBAHUS CETEH U

obecneyeHns ee 0€30IMaCHOCTH;



4.2. UnpopmaunnonHoe odecnneyenne o0ydyeHussi OcCHOBHbIE

HCTOYHUKMU:

1.1. bapanunkoB A.W. Opranuzaius cereBoro agMuHucTpupoBanusi: yaueOnuk st CI10. — Mockaa:

KYPC: UHOPA-M, 2020. — 384 c. (ObC ZNANIUM.COM)
https://znanium.com/catalog/product/1069157

NuTepHeT-pecypcsbl
O www.microsoft.com

O WWW.CISCO.com

4.3. KaapoBoe o0ecnneueHue 06pa3oBaTejibHOIO NMpoiecca

TpeboBanus K KBATM(UKAIINH [TEAATOTHYECKUX (MHKEHEPHO-TIEIarOrMYeCKIX ) KaJIpoB,

obecrieunBarOIIUX 00ydeHue 1Mo MPOoheCCHOHATEHOMY MOIYJIIO:

- HAJIMYKE BhIcIIero 00pa3oBaHusi, COOTBETCTBYIOIIETO MPOQHITIO TPOPECCHOHATHHOTO MOIYJIS;

- OTIBIT JIESATEILHOCTH B OPraHU3ALUSIX COOTBETCTBYIOIEH MpodecCHoHaIbHON cheph

- IIPETI0IaBaTeI! TOJKHBI IPOXOAUTh CTAKUPOBKY B MPOPMIBHBIX OpraHu3anusix He pexe 1 paza B 3
roja.

Tpe6OBaHI/I$I K KBaJ'II/I(i)I/IKaL[I/H/I NeAarortdyeCKux KaJapoB, OCYHICCTBJIAIOIMIUX PYKOBOIACTBO HpaKTHKOﬁI
PYKOBOJII/ITCJUIMI/I HpOHSBOI[CTBGHHOfI IMPAKTUKN Ha3HAYAKOTCA OIIBITHBIC U OTBETCTBCHHBIC ITPECIIOAaBaTCIIN,
n CnenuaJrncCThbl, MMCIOIIHMMHN OIIbIT HpOHSBO}ICTBeHHOﬁ JACATCIIBHOCTH W BJIAACIOINIMMH Tp€6yeMBIMI/I
KOMIICTCHIUAMU.



